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Note:

This document is the guide for user who is using version 5.00 customized
portal to edit portal file so that it can be completely working in the latest
version 5.10 multiple portals.

1. Introduction

A captive portal can intercept network traffic, according to the
authentication policies, until the user authenticates his or her
connection, usually through a specially designed login web page.

As an added security measure, the NXC series contains Captive Portal
functionally. This means all web page requests can inifially be
redirected to a special web page that requires you to authenticate
your session. Once authentication is successful, you can then connect
to the rest of network or internet.

By using the internal or external Captive Portal, you can customize your
own web page, which can be a replacement for the Controller_default
that is originally built in NXC series, instead of Conftroller_default. On the
internal Captive Portal, there are three kinds of web page types that
you can use, which includes Controller_default, Customized, and
Uploaded types. Another is external Captive Portal, you can download
the template and feel free to configure the appearance of your
personal web page based on your preference.
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Figure 2 The Example of internal or external Captive Portal
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2. Web pages configuration

As the infroduction mentioned, you can configure a variety of web
pages. The internal Captive Portal includes Controller_default,
customized, and uploaded type, and the external web portal. As the
following table, you will understand which pages you need to prepare
and designit.  (0: designable, Xx: default only)

Table 1 The web portal pages

Controller_default | Customized | Uploaded External
Login page X O O @)
Error page X X @) @)
Welcome page X X @) @)
Session page X O O O
Logout page X X @) O
User-logout page X O O O

3. Firmware upgrade

If your current firmware version is below 5.10(not included), you need to
modify some html pages which included uploaded type and external
web portal. Or if you don’t want to modify some html pages, you will
face with some limitations. The following steps will let you know how to
add some parameters to html pages and Captive Portal would work
smoothly. The most important parameter is mpldx, it should be added in
html, because it plays an important role between cgi and htmils.

3.1 Uploaded type

Please to add mpldx and some specific parameters on specific position.
The following template you can download from NXC series. And we will
use this template to show you the difference between 5.10 and before
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version. Almost html pages just need to add variable, mpldx, to the form
and it will send to cgi.

Custom Captive Portal k

Customized Page
O Add @ Edit W Remove Copy
# Theme Name

1 Controller_default

Page |1 of 1 Show |50 » | items
Upload File

B Remove Download

#  File Name Size

1 Uploaded_defauli.zip 47122

2  Uploaded_prev.zip 566209
Page |1 of Show |50 w | items

Preview: Login Page Welcome page Error page Session page Logout page User-Logout page

Figure 3 Where to download uploaded type template

=

Mame Size Packed Type

. EEERR

| C55 ERERR

| images BEERE
€ errorhtml 1,981 1,039 Chrome HTMLD ..
€ login.html 3,408 1,408 Chrome HTMLD...
€ logout html 2,023 910 Chrome HTMLD...
_ |Readme.txt 376 220 T
€ session.html 12,016 2,947 Chrome HTMLD...
€ userlogout.html 2,288 1,008 Chrome HTMLD...
€ welcome.html 2,308 1,019 Chrome HTMLD...

Figure 4 The folder content of uploaded type template

Zyxel Confidential 9/48



S—— ZYXEL

3.1.1 login.html
Open the original cp file and edit the code in the html as below:

® Add id name and modify href path
Original:
<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css">

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.org/TR/xhtmll/DTD/xhtmll-strict.dcd">

[T T SR AR

E<ntm1>
“l<head>
<title>Login</title>
smeta http-oequiv="Content_Type" content="text/html. charset=UTF_8">
l 7 <link rel="stylesheet" t,'-\'pe=”textfc_ss“ href=", .fcustomlze)’uss:Hospitality.c_ss“> I

8 <script type="text/javascript" src="/ext-js/app/view/dashboard/VD/js/grocode embedded.js"></script>

9 <script type="text/javascript" src="/ext-]js/app/view/dashboard/VD/js/grcode main.js"></script>

10 [Hestylex

11 .previewMask{position:absolute; right:0px; bottom:0px; width:100%; height:100%; background-color:#FFFFFF;
12 F</style>

Edited:

<link rel="stylesheet" type="text/css" id="uploaded_Login_cssLink"

href="/customize/$T/customize/css/Hospitality.css">

; Tilter:alpha

® Add this function in order to preview on controller GUI
Original:

E(script language="JavaScript">

if (sw) {

—| function set_element(){
var newField = document.createElement ("input™) :

Edited:
if(window.name == "previewp"){
document.getElementByld('uploaded_Login_cssLink').href =

"../customize/css/Hospitality.css';

}
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<script language="]

if( . == "prey
.getElementById(

1
I

function

if( s
if ($w) {
var newField = .createElement("inp
newField.setAttribute(” ", "client ip
newField.setAttribute 3
newField. setAttribute(

var newField2 =
newField?2.setAttribute(

var theForm =
theForm. appendChild(newField);|
theForm. appendChild(newField2);
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® Modify webauth_error.cgi path with mpldx=SM
Original:
if( errorno 1= 0){

document.error.error_num.value = errorno;

document.error.submit();

var errorno=0;

—| if{ errorno != 0){
document.error.error num.value = errorno;
document.error.submit () ;
¥
{/document.login.username.select () ;
//document.login.username.focus () ;

I 1
Edited:
if( errorno 1= 0){
var errorUrl = '/webauth_error.cgi?' + 'error_num="'+ $e + '&mpldx='+ $M;

window.open(errorUrl, "_blank");

if(typeof $e l=="

I
L

var EPPOPHO=$E;

var errorno=t,

if(_errorno != 0){
var errorUrl = °
.open(errorurl,

® Add the parameter mpldx=$M on cgi path
Original:
function update_qgrcode() {
if($al{
var QRCode = document.getElementByld("QRCode");
var divStr = '<div><label>QR Code Login</label></div><div id="qr"
align="center"></div>",
QRCode.innerHTML = divStr;
var text = '$h/grcode_login.cgiegr_type=embedded&client_ip=$c';
document.getElementByld('gr').innerHTML = create_grcode(text);

}
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61 function update grcode () {
62 [ if(sa){
% var QRCode = document.getElementById("{E
var divStr = '<div><label>QR Code Logi 1></div><div id="gr" align="center">/div>";
QRCode.innerHTML = div5tr;
l 66 var text = 'Sh/grcode login.cgi?gr type=embedded&client ip=%c'; l
document.getElementById("gr') .innerHTML = create_grcode (text);
68 r 1
69 -}
.
Edited:

function update_grcode() {
if($al{

var QRCode = document.getElementByld("QRCode");

var divStr = '<div><label>QR Code Login</label></div><div id="gr"
align="center"></div>";

QRCode.innerHTML = divStr;

var text =
'$h/grcode_login.cgieqgr_type=embedded&client_ip=$c&mpldx=$M’;

document.getElementByld('qr').innerHTML = create_qgrcode (text);

function
if($a){
var QRCode .getElementById(
var divStr =

ORCode. innarHTMI divstrs
var text =
.getElementById( ).1nnerHTML = create_qrcode(text);

® Add the mpldx to the login form
Original:
Null
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www.zyxel.com

73 Fl<body onload='set element(): chkError(): update grcode():">
Clediv class="wrapper">

[H«div class="content":>

Clediv id="form wrapper" class="form wrapper">
Fl<form name="login" id="login" action="/login.cgi"
—lediv claszs="hloginTop">

<div>ZYXEL</div>

F</fdive
<div clas=="textword"><br />Enter user name / password and click to login.</div>

enctype="application/x-www-form-urlencoded" meth

g2 [H<div>

83 <label>- Username</label>

84 <input type="text" name="username" >
85 F</dive

86 [H<div>

<label>- Password</label>

<input tvpe=“p2§sword“ :ame=“p2§sword”>

F</div>

<diwv id=“dﬁCode“ :ame=“5ﬁﬂode“><fdiv>

<input type="submit" walue="Login" class="buttonBtoom">

92 F</center>
£3 <div class="clear"></div>
94 F</dive
95 F</form>
96 F<fdive
97 F</fdive
S8 —</dive
gg <form name= '"error' actio:=“fwebauth_error.cgi“
100 enctype="application/x-www-form-urlencoded" method="post" autocomplete="off" target="_blank">
101 T <input type="hidden" name="error_num" value=0x>
2 </form>
103 <div id=prevwmask»&nbsp:</div>
104 </body>

Edit:

</div>

<input type="hidden" value="$M" name="mpldx">

<div id="QRCode" name="QRCode"></div>

<input type="submit" value="Login" class="buttonBtoom">
</center>

<div class="clear"></div>
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chkErro

‘><br />Enter user name / password and click to login.</div>

<label>- Username</label>
<input type= name="
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3.1.2 session.html
Please edit the code in the html as below:

® Add the id and modify href path
Original:

<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css">

1 <!DOCTYPE html PUBLIC "-//W3C//DID XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtmll/DID/xh
2 [Hl<html><head>

3 <titlerWelcome to Session</title>

<meta bttp-equiv="Content_Type" copntent="text/html;: charset=UTF_8":>

I 5 <link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css"> l

Edit:

<link rel="stylesheet" type="text/css" id="uploaded_session_cssLink"

href="/customize/$T/customize/css/Hospitality.css">

<title>Welcome to Session</title>

smeta hitn_eguiy= content=—
<link rel= type= id=

® Add this function is in order to preview on controller GUI

Original:
Null
|i'|<.3c:rix:t. lopgugge="JavaScripi!
function QueryString{item) {
g var svalue = location.search.match (new RegExp ("[%“?%&]1"™ + item + "=(["“&]*) (\&?)","i")}):
10 return svalue ? svalue[l] : svalue;
11 }
Edit:

if(window.name == "previewp"){
document.getElementByld('uploaded_session_cssLink').href =
"../customize/css/Hospitality.css';

}
)

.getElementById(

® Add mpldx to form
Original:
Null
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273 H](div class="textword" id='content'»</div:
274 —|<div>
275 <label id="leaseTime'></label>
276 <input type="button" id='renew' name="renew" value="Renew" classz="buttonBtoom" onclick='reNew() ">
277 <input type="text" id="leasetime" name="leasetime" style="width:50%" maxlength="4" size="8" wvalue=
278 <input type="hidden" wvalue="renew" name="perform">
| F</div> ||
—l<div>
<label id='authTime'>»</label>
<input type="text" id="anthtime" name="aunthtime" wvalue='00:00:00"' =style="width:50%" readonly>
F</div>
Eledivs
<lakbel id="sessionTime'></lakel:>
<input type="text" id="sessiontime" name="sessiontime" maxlength="4" =zize="8" wvalue= "00:00:00" re
F</div>
</ form>
289 [Hxdiv>
290 <label id="mappinghAddress'></label>
201 <input type="text" name="vpnip" style="width:50%" id="wvpnip' walue="0.0.0.0" readonly/>
292 F</divy
293 E<form clazss="loginHotel activeHotel" name="logout" id="logout" action="/setuser.cgi" enctype="appl
294 —|<div>
295 <input type="button" name='Logout' walue=" Logomt " id="logout" class="bnttonBtoom" onClick="Glc
236 <input type="hidden' walue="logont' name="perform!>
227 <div class="clear"></div> ]
298 F</divy
299 </ form>
300 F</div>
301 <div classz="clear"»</div>r
302 F</div>
303 F</dive
304 <form name= 'timeont' id="timeont" actio:=“fwebauth_relogin.cgi“
305 = enctype="application/x-www-form-urlencoded" method="post" autocomplete="off" >
306 L':‘Q"farm}
307 F</hndvs

Edit:

<div class="textword" id='content></div>

<div>

<label id="leaseTime'></label>

<input type="pbutton" id=renew' name="renew" value="Renew" class="buttonBtoom"
onclick=reNew()">

<input type="text" id="leasetime" name="leasetime" style="width:50%" maxlength="4"
size="8" value="00:00:00" readonly>

<input type="hidden" value="renew" name="perform">

<input type="hidden" value="$M" name="mpldx">

</div>

<div>

<label id='authTime'></label>

<input type="text" id="authtime" name="authtime" value='00:00:00" style="width:50%"
readonly>

</div>

<div>

<label id="sessionTime'></label>

<input type="text" id="sessiontime" name="sessiontime" maxlength="4" size="8" value=
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"00:00:00" readonly>

</div>

</form>

<div>

<label id='"mappingAddress'></label>

<input type="text" name="vpnip" style="width:50%" id="vpnip' value='0.0.0.0' readonly/>

</div>

<form class="loginHotel activeHotel' name="logout" id="logout" action="/setuser.cgi"

enctype="application/x-www-form-urlencoded" method="post" autocomplete="off" >

<div>

<input type="button" name="Logout' value=" Logout "id="logout"

class="buttonBtoom" onClick="Glogout()">

<input type="hidden" value="logout" name="perform">

<input type="hidden" value="$M" name="mpldx">

<div class="clear"></div>

</div>

</form>

</div>

<div class="clear"></div>

</div>

</div>

<form name= "timeout' id="timeout" action="/webauth_relogin.cgi"
enctype="application/x-www-form-urlencoded" method="post"

autocomplete="off" >

<input type="hidden" value="$M" name="mpldx">

</form>

</body>
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inpt
<input
<input
<inpt

name="authtime" value='00:00:00" il readonly>

<input t d e" name=" ime" m 4" s 8" value= )" readonly>

<inpt

"applic:

<input a " id t" onBtoom” onClick="¢
<innut sl /3 name—

<input "hid " wvalu name="mp
Tkl .

name="

3.1.3 error.himl

Please edit the code in the html as below:

® Add the id and modify href path

Original:

<htmI><head>

<title>Error Page</title>

<meta http-equiv="Content-Type" content="text/nhtml; charset=UTF-8">
<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css">

<style>

1 <'DOCTYPE html PUBLIC "-//W3C//DID XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtmll/DTD/xhtmll-st
2 [l<html><head>
3 <title>Error Page</title>

2 Smeba bt oot et T oo e et o] . chareat IITF_g"
5 i " " type=" " href=n . . 3 "
I 5 <link rel="stylesheet" type tex‘t,-"c_ss href=", .,-"custom:lze,-"c_ss,-"Hosp:lta.l:lty.c_ss > I

&  [lestyle>
previewMask{position:absolute; right:0px; bottom:0px; width:100%; height:100%; background-color:#l
Fafetyles

Edit:

<html><head>
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<title>Error Page</title>

<meta http-equiv="Content-Type" content="text/ntml; charset=UTF-8">
<link rel="stylesheet" type="text/css" id="uploaded_error_cssLink"
href="/customize/$T/customize/css/Hospitality.css">

<style>

k™ href="/customize/$%

<style>

ion:absolute; right:0px; om: @px; width: %; height:
index:5;}
</style>

® Add this function is in order to preview on controller GUI
Original:
Null

S [jcacript language="JavaScript">

12 var errorMess=sage = {

13 /* multi-Lingual here */

Edit:
if(window.name == "previewp"){
document.getElementByld('uploaded_error_cssLink').href =

"../customize/css/Hospitality.css';

previewp”){

.getElementById( uploaded_error_css

3.1.4 welcome.html
Please edit the code in the html as below:

® Add id name and modify href path

Original:

<html><head>

<title>Welcome</title>

<meta http-equiv="Content-Type" content="text/ntml; charset=UTF-8">

<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css">
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<script language="JavaScript">

%<!DOCTYPE html PUELIC "-//W3C//DTD XHTML 1.0 Strict//ENH"
"nttp: S/ /www. w3 .org,/TR/xhtmll,/DID/Xhtmll-strict.dtd">

“
5 E<html><head>
3 <title>Welcome<,/title>
5 <meta http-equiv="Content-Type" content="text/html: charset=UTF-8">
I 6 <link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css"> I
7 —l<script language="JavaScript">
Edit:

<htmI><head>

<title>Welcomex</fitle>

<meta http-equiv="Content-Type" content="text/ntml; charset=UTF-8">
<link rel="stylesheet" type="text/css" id="uploaded_welcome_cssLink"
href="/customize/$T/customize/css/Hospitality.css">

<script language="JavaScript">

<title>Welcome</title>
http_eguiv= contepnt=
<link rel= type= id=

® Add this function is in order to preview on controller GUI
Original:
Null

E<script language="JavaScript">

[ I=]

1 = function initTask(){

11 f/* display session page */

12 if(window.name — "preview™)

13 [f {

14 document .getElementById ("prevwmask"™) .classHame="previewMMask"™;
Edit:

<script language="JavaScript">

if(window.name == "previewp"){
document.getElementByld('uploaded_welcome_cssLink').href =

"../customize/css/Hospitality.css';

}
var mp_idx ="$M";

function initTask(){
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g if{window.name = "previewp"){
document .getElementById ('uploaded welcome csslink') .href = '../customize/css/Hospitality.css';
11 }

13 var mp_idx = "SM";

® Add the mpldx to form

o o
Original:
Null
66 [B<form name= 'session' id="session" action="/faccess.cgi"
&7 = e:ctwpe=“applicationjx—www—form—urlencoqsd“ method="post" autocomplete="off" target=' blank'>
&8 <input type="hidden" name="perform" wvalue="welcome">
63 </ form>
.
Edit:

<form name= 'session’ id="session" action="/access.cgi"
enctype="application/x-www-form-urlencoded" method="post"
autocomplete="off" target='_blank™>
<input type="hidden" name="perform" value="welcome">
<input type="hidden" value="$M" name="mpldx">

</form>

<input type= name= value=

<input type= value= name=

3.1.5 logout.html

Please edit the code in the html as below:

® Add the id and modify href path

Original:

<htmI><head>

<fitle>Logout</title>

<meta http-equiv="Content-Type" content="text/nhtml; charset=UTF-8">
<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css">

<script language="javascript">
%(!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"

2 "http:/Swww. w3 . 0rg/ TR/ xhtmll/DID/xhtmll-strict .dtd">
5 [H<html><heads
e <titlerLogout</tcitle>
= <meta http-eguiv="Content-Type" content="text/html; charset=UTF-8">
I & <link rel="stylesheet" type="text/css" h:ef=“..fcustomizefcssfHospitality.css”>|
T E<script language="javascript">
Edit:
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<htmI><head>

<title>Logout</title>

<meta http-equiv="Content-Type" content="text/ntml; charset=UTF-8">
<link rel="stylesheet" type="text/css" id="uploaded_logout_cssLink"
href="/customize/$T/customize/css/Hospitality.css">

<script language="javascript">

itle>Logout</title>
hitp_eguiv= content=
k rel= type= id=

® Add this function is in order to preview on controller GUI
Original:
function initTask(){

if(window.name == "preview")

document.getElementByld('prevwmask”).className="previewMask";

7 <gcript language="javascript">

B functicon initTask(){

] if{window.name =— "preview"}

10 = {
|'_'_ document .getElementByIld {"prevwmask") . className="previewMask"; I
12 b= }

13 H

Edit:

function initTask(){
if(window.name == "previewp"){
document.getElementByld('uploaded_logout_cssLink').href =

"../customize/css/Hospitality.css';

)
.getElementByTd(

® Add mpldx to form
Original:
Null
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44 <lakel>¥Your Internet iz =zafer, faster, and =s=marter becan=se yon're nsin
45 Fefdive

46 H<div>

47 <input type="hidden" value="relogin" name="perform":>

49 <input type="submit" onclick="" wvalue="Re-Login" classz="buttonBtoom":>
50 «div class="clear"></div>

o1 F</div>

Edit:

<div>

<input type="hidden" value="relogin" name="perform">
<input type="hidden" value="$M" name="mpldx">

<input type="submit" onclick="" value="Re-Login" class="buttonBtoom">
<div class="clear"></div>

</div>

<input type= value= name=

<input type= value= name=
<input type= onclick="" value=

3.1.6 userlogout.html
Please edit the code in the html as below:

® Add the id and modify href path

Original:

<htmI><head>

<fitle>Logout</title>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css">

<script language="javascript">
%<'DDCTYPE html PUELIC "-//W3C//DTD XHTML 1.0 Strict//EN"

2 "htt Wew . w3 . org/TR/xhtmll /DTD/xhtmll-—strict.ded">

5 [H<html><heads>

H <titlerLogout</title>

= smeta Dttp-squitr=rContepnt-Type" content=rtext/himl: charset-UTF-g"
Ic’ <link rel="stylesheet" type="text/css" href="../onstomize/css/Hospitality.css"> I
7 —l<=script language="Jjavascript">

Edit:

<html><head>

<title>Logout</title>
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<meta http-equiv="Content-Type" content="text/ntml; charset=UTF-8">
<link rel="stylesheet" type="text/css" id="uploaded_userlogout_cssLink"
href="/customize/$T/customize/css/Hospitality.css">

<script language="javascript">

<title>Logout</title>
i+ hitn_

<link rel= type=

® Add this function is in order to preview on controller GUI
Original:
Null

H<5cript language="javascript">

if{window.name — "previewp")

{

13 document .getElementById{"prevwmask") .className="previewMask";
14 - }

10 E:ﬁmctio.n initTask(){

Edit:

<script language="javascript">

if(window.name == "previewp"){
document.getElementByld('uploaded_userlogout_cssLink').href =
"../customize/css/Hospitality.css';

}

T
.getElementByTd(

® Add the mpldx to form

Original:

Null

55 <lakel>Your Internet iz =safer, faster, and smarter becanse you're nusing por
56 F</dive

57 [Hediw>

58 <input tvpe="hidden" wvalue="logout" name="perform">

] <input tyvpe="submit" onclick="" wvalue="Logont" class="bunttonBtoom">
6l <div class="clear"></div>

62 F</dive

Edit:

<div>
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<input type="hidden" value="logout" name="perform">
<input type="hidden" value="$M" name="mpldx">

(]

<input type="submit" onclick=" value="Logout" class="buttonBtoom">
<div class="clear"></div>

</div>

<input type
input

3.2 External web portal

Please add mpldx and some specific parameters on specific position.
The following template you can download from NXC series. And we will
use this template to show you the difference between 5.10 and before
version. Almost html pages just need to add variable, mpldx, to the form
and it will send to cgi.

@ Auth. Policy Edit
w3 Create new Object -

Authentication Type
® |nternal Web Portal

Enable Domain Name ]
Redirect Link by FQDN:

Portal Theme: Controller_defaulf  ~

© Externcl Web Portal

Download the external web portal example.

QR Code

oK Cancel

Figure 5 Where to download external web portal template
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Mame : Size Packed Type
l  EmEex_
) css EEEH=
| images BEEAR
€ error.html 1,871 938 Chrome HTMLD...
€ index html 1,666 438 Chrome HTMLD...
€ loginhtml 4,366 1,487 Chrome HTMLD...
|_]logo.ico 9,158 5,308 BT
€ logout.html 2,674 1,073 Chrome HTMLD...
[Blqreode_embedded.js 37,184 7,905 IScript 5%
[E]greode_mainjs 590 291 JScript 8%
€ session.html 13,149 3,179 Chrome HTMLD...
€ userlogout. html 2771 1,109 Chrome HTMLD...
€ welcome html 2,664 1,076 Chrome HTMLD...

Figure 6 The folder content of external web portal
3.2.1 login.html
Please edit the code in the html as below:

® Add variable mpldx

Original:
Null
9 [3<5cript language="JavaScript">
10 var gwhddr = get{QueryString("gw addr"
11 var grcode gw addr = getQueryString("grcode gw addr"
12 var errorfum = getQueryString("error num"}) ;
13 var client ip = get{ueryString(“"client ip"};
14 var web_auth mode = getQueryString("web auth mode™);
15 var ac ip = getQuerystring("ac ip")
L5 |

var mpldx = getQueryString("mpldx");

<script language= >
var gwAddr = getQueryString( 3
var qrcode gw addr = getQueryString(
var errorNum = getQueryString(

var client ip = getQueryString(

var web_auth mode = getQueryString(
var ac ip = getQueryString( ik
var mpIdx = getQueryString( )5

® Add variable mpldx to cgi path
Original:
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function chkError(){
if(errorNum 1= 0){
document.error.submit();
debugger;
}
document.login.username.select();

document.login.username.focus();

-

function chkError() {

(THT}

if{errorNum != 0} {

L R =

% document .error.submit () ;

5 debuggez;

3! - H

3Z document.login.username.select () ;
36 document .login.username.focus () ;
R }

Edit:

function chkError(){

if(errorNum 1= 0){

var errorUrl = gwAddr + '/webauth_error.cgi?' + 'error_num=' + errorNum
+ '&mpldx="'+ mpldx;

//var errorUrl = 'error.html’;
window.open (errorUrl, "_blank");
//document.error.submit();

}

document.login.username.select();

document.login.username.focus();

function O{
if(errorNum != 0){
var errorUrl = gwAddr + '/webauth error.cgi? error_num="+ errorNum + '&mpIdx=" + mpIdx;

.open(errorUrl, " blank");

.login.username.select();
.login.username.focus();

® Add variable mpldx to grcode login cgi path as well
Original:
function update_grcode() {

m m mi,

if(grcode_gw_addr==""| | client_ip =="") return "
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var QRCode = document.getElementByld("QRCode");

var divStr = '<div><label>- QR Code Login</label></div><div id="gr"
align="center"></div>',

QRCode.innerHTML = divStr;

var text = grcode_gw_addr +
'/grcode_login.cgieqr_type=embedded&client_ip="+ client_ip;

document.getElementByld('gr').innerHTML = create_grcode(text);

}
L El function update_grcode() {
300 if(grcode_gw_addr ="" || client_ip = ""
41 var QRCode = document.getElementById{"(
42 var divStr = '<divy<label>- QR Code Log id="gr" align="center"»</div>";
33 QRCode.innerHTHT_ = divStr;
I—'.—'. var text = grcode gw_addr + '/grcode login.cgl?gr type=embedded&client ip=' + client_ip; l
doc‘m.ent..gm.entdyldf ar }.1nner:1TM]'_ = create_drcode (Text);
46 o }
.
Edit:

function update_grcode() {

m m mi,

if(grcode_gw_addr == ) return ™,
var QRCode = document.getElementByld("QRCode");

var divStr = '<div><label>- QR Code Login</label></div><div id="qr"

| | client_ip ==

align="center"></div>";

QRCode.innerHTML = divStr;

var text = grcode_gw_addr +
‘/grcode_login.cgieqr_type=embedded&client_ip='+ client_ip + "&mpldx="+ mpldx;

document.getElementByld('gr').innerHTML = create_qgrcode (text);

function O {
if(grcode _gw addr =="" || client ip == "") return
var QRCode = .getElementById( )

3
TML_ diaCtn .
t code gw addr + + client ip + + mpIdx;
.getElementById( ).1nnerHTML = create grcode(text);

® Add variable mpldx to the form
Original:
Null
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I
S b G
{THTt

function set element () {

3 if (web auth mode != "") {
S0 var newField = document.createElement ("input™) ;
21 newField. sethttribute ("name", "client ip"):;
22 newField. setAttribute ("type™, "hidden"};
53 newField. sethttribute ("valus", client ip);
55 var newField? = document.createElement ("input™}) ;
1 newField2.setAttribute ("nams", "ac ip"):;
57 newField? .setAttribute ("tyvpe™, "hidden™) ;
S8 newField2.setAttribute ("value", ac ip):;
60 var theForm = document.getElementById{"login™}) ;
6l theForm.appendChild {(newField) ;
62 theForm.appendChild {(newField2) ;
g3 = 1
Les |
BN - ]
Edit:
}
var newfField3 = document.createElement( input");
newField3.setAttribute('name”, "mpldx");
newField3.setAttribute("type", "hidden");
newField3.setAttribute ("value", mpldx);
var theForm = document.getElementByld("login");
theForm.appendChild(newField3);
var newfield4 = document.createElement("input");
newField4.setAttribute ('name", "mpldx");
newField4.setAttribute ("type", "nhidden");
newField4.setAttribute ("value", mpldx);
var theForm = document.getElementByld("error");
theForm.appendChild (newField4);
}
</script>
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function (O {
if (web_auth_mode != "") {
var newField =
newField. setAttribute(
newField.se
newField. setAtt

var newkield2 =

newField2.setAttribute(
newField2.setAttribute(
newField2.setAttribute(

var theForm = .getElementById("1lo
theForm. appendChild(newField);
theForm. appendChild (newField2);

1
s

var newField3 =

newField3.setAttribute(
newField3.setAttribute(
newField3.setAttribute(

var theForm = .getElementById("log
theForm.appendChild(newField3);

var newField4 = eateElement("input™);
newField4.setAttribute( ‘ :
newField4.setAttribute( "hid
newField4.setAttribute( ", mpldx);

var theForm = .getElementById("e
theForm.appendChild(newField4);

® Addid="error” to this form
Original:

<form name= "error' action=

enctype="application/x-www-form-urlencoded"
method="post" autocomplete="off" target="_blank">

<input type="hidden" name="error_num" value="">

</form>
I;; [l<form name= 'error’ action="" enctype="application/z-www-form-nurlencoded" Dethod=rpost  autocomplete=roffy target=r blank'L
8 <input type="hidden" name="error num" valus="">
</form>
.
Edit:
.

<form name= 'error' id="error" action=
enctype="application/x-www-form-urlencoded" method="post" autocomplete="off"
target="_blank">

<input type="hidden" name="error_num" value="">

</form>

<input type=
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3.2.2 session.html
Please edit the code in the html as below:

® Add variable mpldx

Original:

Null

10 [3<5cript language="JavaScript">

12 var gwhddr = getQueryString("gw addr");

13 var authHours = get{ueryString("auth houxr"}) ;
14 var authMinutes = getQueryString{"auth min"})
15 var authSec = get{ueryString("auth sec");

16 var leaseTime = getQueryString("lease time"
17 var lease sec = getQuerysString("lease sec")
18 var sess_sec = get{QueryString("sess sec");
158 var vpnip = getQueryString("vpn ip"):

2C var username = getQueryString{"username") ;
21 var due str = get{ueryString("dus str"};

22 var client ip = get{ueryString(“"client ip"};
23 var ac_ip = getQueryString("ac ip"):

Edit:

var mpldx = getQueryString("mpldx");

<script language="Ja ript"»
var mpIdx = getQueryString("mp
var gwAddr = getQueryString(“gw
var authHours = getQueryString("
var authMinutes = getQueryString(
var authSec = getQueryString(“auth
var leaseTime = getQueryString(

var lease sec = getQueryString("
var sess_sec = getQueryString("
var vpnip = getQueryString(vr

var username = getQueryString(”
var due_str = getQueryString("d
var client_ip = getQueryString("c
var ac_ip = getQueryString(“ac ip"

® And then add variable mpldx to the form
Original:
Null
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function set_element () {
if (client ip != ""} {
var newField = document.createElement ("input™) ;
newField.setAttribute ("name", "client ip"):;

newField.setAttribute ("type™, "hidden™}) ;

newField.setAttribute ("value", client ip):

var newField? = document.createElement ("input™) !
newField2.zetAttribute ("name", "ac ip");
newField2.setAttribute ("type™, "hidden™} ;

newField2.zethAttribute ("value", ac ip):

var theForm = document.getElementById{"renew™) ;
var renew element = newField.cloneNode (true) ;
var renew elementd = newField?2.cloneNode (true) ;
theForm.appendChild (renew_element) ;
theForm.appendChild {renew_element2}) ;

theForm = document.getElementById{("timeout™) ;
var time element = newField.cloneNode (true) ;
var time element? = newFieldZ2.cloneNode (trus) ;
theForm.appendChild ({time element) ;
theForm.appendChild (time element2) ;

theForm = document.getElementById{"logout”

var logout element = newField.cloneNode (frus) ;
var logout element? = newFieldl.cloneNode (true) ;
theForm. appendChild (logout_element) ;

theForm. appendChild {logout_element?2) ;

P R R R Ry R Ry R3 ORY ORI ORI ORI ORI R3 ORI ORI BRI R ORI ORI ORI R ORI ORI ORI R ORI OKRY ORI ORI ORI R

ey fenllen o o on O LN LR LN A En BA BN ER R R s

& fin

Edit:

var newfield3 = document.createElement("input");
newField3.setAttribute ('name”, "'mpldx");
newfField3.setAttribute ("type", "hidden");
newField3.setAttribute ("value", mpldx);

var theForm3 = document.getElementByld("logout");

theForm3.appendChild(newField3);

var newrfield4 = document.createElement("input");

"non

newField4.setAttribute ('name”, "mpldx");
newField4.setAttribute ("type", "hidden");
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newField4.setAttribute ('value", mpldx);
var theForm4 = document.getElementByld('renew");
theForm4.appendChild(newField4);

var newfield5 = document.createElement("input");
newfField5.setAttribute ('name”, "
newField5.setAttribute ("type", "hidden");

newField5.setAttribute ('value", mpldx);

mpldx");

var theFormb = document.getElementByld("timeout”);
theFormS.appendChild(newField5);

var newField3 = . € ut™);
newField3.setAttribute(" my
newkField3.setAttribute(

newField3.setAttribute

var theForm3 = .gefElemenvaId( logout™};
theForm3.appendChild(newField3);

var newField4 = T -feElemenf( input");
newFieldd. setAttribute(" 2
newkField4.setAttribute Y
newField4.setAttribute( ue", mpIdx),

var theForm4 = .getElementById ("
theForm4.appendChild(newField4);

var newField5 =
newFieldsS. setAttribute("
newField5.setAttribute
newField5.setAttribute
var theForm5 = .gefElemenvaId( ti
theForm5. appendChild(newField5);

T

</script>»

3.2.3 welcome.html
Please edit the code in the html as below:
® Add variable mpldx

Original:
Null
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[Hcscript language="JavaScript">

var gwhddr = getQueryString("gw_ addr"

var username = getQueryString{"uzername="

10 var client ip = getQueryString("clisnt ip");
11 var ac ip = getQueryString("ac ip"):

BT R ]

Edit:
var mpldx = getQueryString ("'mpldx");

<script language= >
var gwAddr = getQueryString(
var username = getQueryString(

var client_ip = getQueryString(
var ac ip = getQueryString(
var mpIdx = getQueryString(

® Add variable mpldx to the session and input form

Original:
Null

27 E function set _element () {

28 = if (client ip != ""} {

29 var newField = document.createElement ("input™}) ;
30 newField.setAttribute ("name", "client ip"});

31 newField.setAttribute("type™, "hidden™})

32 newField.setAttribute ("valuse", client ip)}:;

3 var newFieldZ = document.createElement ("input™)
3= newField2.setAttribute {("names", "ac ip"

36 newField?.secAttribute {"type™, "hidden");

S newField2.setAttribute ("valus", ac ip):

34 var theForm = document.getElementById{("=ses=sion™) ;
40 theForm. appendChild (newField) ;

471 theForm. appendChild (newField2)
i |
4 4 B }
Edit:

}

var newrField3 = document.createElement("input");
newField3.setAttribute ('name", "mpldx");
newField3.setAttribute ("type", "hidden");

newField3.setAttribute ("value", mpldx);

var theForm3 = document.getElementByld("session");
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theForm3.appendChild(newfField3);

function
if (client ip I= "
var newField =
newField.setAttribute(
newField.setAttribute( h 5
newField.setAttribute( =", client_ip);

var newField2 = ateElement("input™);
newField2.setAttribute(” ) ip");
newField2.setAttribute(

newField2.setAttribute

var theForm = .getElementById("
theForm. appendChild(newField);
theForm.appendChild(newField2);
1
var newField3 =
newField3.setAttribute(
newField3.setAttribute(
newField3.setAttribute("v

var theForm3 = .getElementById("s
theForm3. appendChild(newField3);

3.2.4 logout.html

Please edit the code in the html as below:

® Add variable mpldx
Original:
Null

[Hcscript tyvpe="text/javascript">

B var gwhddr = get{ueryString("gw_addr");
10 var client ip = get{ueryString("client ip"
11 var ac_ip = getQueryString("ac ip"):
Edit:

var mpldx = getQueryString("'mpldx");

<script type=" t/] t" >
var mpIdx = getQueryString(“mp
var gwAddr = getQueryString(

var client_ip = getQueryString("c
var ac_ip = getQueryString(“ac ip”"
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® Add variable mpldx to the input and relogin form

Original:
Null
23 E Tfunction set_element () {
24 = if {client ip I= "") {
25 var newField = document.createElement ("inpuat™) »
26 newField.setAttribute ("name", "client ip"});
27 newField.secActributce {("cype™, "hidden™) ;
28 newField.sethttribute ("valus", client ip);
25
30 var newField? = document.createElement ("inpuat™) ;
31 newField2.sectAttribute ("name", "ac ip"):;
32 newField?.zetAttribute ("type", "hidden™) »
33 newField2.setAttribute ("valus", ac ip):;
2 var theForm = document.getElementById{"relogin™) ;
36 theForm. appendChild (newField) ;
3 theForm.appendChild (newField?2) ;
38 = ¥
[EE |
e B ¥
Edit:
}
var newfield3 = document.createElement("input");
newField3.setAttribute('"name”, "mpldx");
newField3.setAttribute("type", "hidden");
newField3.setAttribute ("value", mpldx);
var theForm3 = document.getElementByld("relogin”);
theForm3.appendChild(newField3);
}
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function
if (client _ip != ""
var newField = createElement (" iny
newField.setAttribute( "y T C
newField.setAttribute(
newField.setAttribute(

var newField2 =
newField2.setAttribute(”
newField2.setA

var theForm =
theForm. appendChild(newField);
theForm.appendChild(newField2);
1
J

var newField3 =

newField3.setAttribute(
newField3.setAttribute(
newField3.setAttribute(

var theForm3 = .getElementById("relogin™);
theForm3.appendChild(newField3);

3.2.5 userlogout.html

Please edit the code in the html as below:

® Add variable mpldx

Original:
Null
8 [Hiscript type="text/Jjavascript">»
S var gwhddr = get{ueryString("gw_addr"):
10 var client ip = getQuerysString("client ip"
11 var web auth mode = getQuerysString("wek auth mode"):
12 var ac ip = getfueryString("ac ip");
Edit:

var mpldx = getQueryString("mpldx");

<script type=" pt">
var gwAddr = getQueryString("g
var client ip = getQueryString
var web_auth mode = getQueryString
var_ac_ip = setQuery ip"
var mpIdx = getQueryString("m

1
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® Add variable mpldx to the input and logout form

Original:
Null
25 E function set element () {
26 = if (web auth mode != ""} {
27 var newField = document.createElement ("input™) ;
28 newField.=setAttribute ("name", "client ip"}):
29 newField.setAttribute ("type™, "hidden™}) ;
30 newField.setAttribute ("value", client ip):
32 var newField? = document.createElement ("input™) ;
33 newField2.setAttribute ("nams", "ac ip");
34 newField?2.=zethAttribute ("tyvpe™, "hidden™}) ;
2= newField2.setAttribute ("valus", ac ip):
36
2T var theForm = document.getElementById{"logout™}) ;
38 theForm.appendChild (newField) ;
39 theForm.appendChild (newField2) ;
40 = }
g2 - 1
Edit:
}
var newfield3 = document.createElement("input");
newField3.setAttribute('"name”, "mpldx");
newField3.setAttribute("type", "hidden");
newField3.setAttribute ("value", mpldx);
var theForm3 = document.getElementByld("logout");
theForm3.appendChild(newField3);
}
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function () {
if (web auth mode != "") {
var newField = .createElement("inp
newField.setAttribute( ", "client
newField.setAttribute( ", "hi 1
newField.setAttribute(

var newField2 =
newField2.setAttribute(”
newField2.setAttribute
newField2.setAttribute(”

var theForm = .getElementById("1
theForm. appendChild(newField);
theForm. appendChild(newField2);

1

¥

var newField3 = createElement("input™);

newField3.setAttribute("r
newField3.setAttribute(
newField3.setAttribute("value”
var theForm3 = .getElementById("1
theForm3. appendChild(newField3);

4. Configuration on GUI
The following steps would teach you how to set configuration on GUI.

Step 1: Enable Captive Portal
On NXC series page>CONFIGURATION->Captive Portal

Captive Portal k

General Settings

Enable Captive Portal

S3ID Profile with MAC Cache

0 Add Edit Remove
#  5SID Profile Caching Time [hour)

Exceptlional Services

@ Add W Remove
# Excepftional Services
1 DS

2 BOOTP_CLIENT

Page |1 of 1 Show |50 W | iterms Displaying 1 -2 of 2

Figure 7 Enable Captive Portal

Zyxel Confidential 40/48



ZYXEL

www.zyxel.com

Step?2: Design your internal web portal page which includes Customized

Page or Upload File.
Custom Captive Portal k

Customized Page

]
Q

© Add [ Edit W Remove
# Theme Name
1 Controller_default

Page |1 of 1 Show |50 w | items Displaying 1-1 of 1

Upload File

Remowve Download
Last Modified

#  File Name Size
1 Uploaded_default.zip 47122 2017-08-28 09:15:50
2  Uploaded_prev.zip 566209 2017-08-21 07:20:59

Page |1 of 1 Show |80 w | iterms Displaying 1-2of 2

Preview: Login Page VWelcome page Error page Session page Logout page User-Logout page

To use uplooded Captive Portal, please first upload the zip first within the login.html, welcome.html,
error.html, session.html and logout.himl located in the folder. You can download the Uploaded_default

file and edit them.

Browse... Upload

File Path:

Figure 8 Choose your web portal page type
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@ Add Customized Page
Show Advanced Settings

Theme Name: myCustomized

Loge Upload

To upload a lego file (*.gif/png/jpg). browse to the location of the file and then click Upload. [suppert format: *.gif/png/jpg. maximum size: 10C
suggest pixel size: 103*29)

File Path: Browse. ., Upload

Customized Login Page
Title: NXC2500

ZYXEL e
NXC2500

Welcome to the configuration interface.
please enter usermame and passwerd to login.

7

E Note:

1. Turn on Javascript and Cookie setting in your web browser.

oK

Figure 9 Customize your customized web portal page
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4.1 Redirect on controller

On NXC series page > CONFIGURATION->Redirect on Confroller

Here are authentication policy rules that you have set. If you need to
add new policy rule, please press button add.

Redirect on Controller k

Avuthentication Policy Rule

@ Add [ Edit Remove Activate Inactivate Mc

5t... Pr... Sowrce Destin... Sc... Authe... login... Auth.... Redire... Descri... QRC...
W 1 any any none force Contr... dd NO
def... any any none unnec... Conifr... n/a n/a n/a
Page |1 of 1 Show |50 W | items Displaying 1 -2 cf 2
Q Note:

Please use GE1 as uplink interface if any firewall or captive portal policy will be defined.

Figure 10 Add auth policy rule on redirect on controller
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ZYXEL

After pressing the new button, you could set some policy parameters,

which are related with this policy.

@ Auth. Policy Edit
15 Create new Object -

General Seftings
Enable Policy

Description:

User Auth Policy
Source Address:
Destination Address:
Schedule:
Authentication:

Authentication Method:

Authentication Type
© |nternal Web Portal

Enable Domain Mame

Portal Theme:

) Evtrrmmd Wnls Darknl

Rediract Link by FQDMN:

any
any

none
force

dd

Controller_default

[Optional)

W

OK

m

Cancel

Figure 11 The configure controller auth policy rule 1
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Set the authentication type which includes internal web portal or
external web portal. The portal theme is what you have designed. If you
set external web portal, please set an external web server and key in
URL.

Avuthentication Type
@ |nternal Web Portal

Enable Domain Name B
Redirect Link by FQDN:

Portal Theme: Controller_defauli |

D External Web Portal

Download the external web portal example.

Figure 12 The configure controller auth policy rule 2

The redirect on Conftroller also support QR code authentication. You
can seftit.
QR Code

[T Authentication with GR code

Q Mote:

If enable QR code, local Auth. server must be in Authentication Method.

Figure 13 The configure controller auth policy rule 3
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4.2 Redirect on AP

ZYXEL

On NXC series page > CONFIGURATION—>Redirect on AP
Here, you could also see some authentication policy rule which you

have ever set.

Authentication Policy Group

@ Add [ Edit Remove Obje
# Name
1 default

Page |1 of 1 Show |50

Authentication Policy Rule

@ Add [ Edit Femove Activat
# Status Profile... SSIDP... Source
1 ¥ test] any any
2 default any any
Page |1 of 1 Show |50
[ Mote:

» | jtems

Description

te

Sche... Auth...
none force
none unne...

Redirect on AP k

Displaying 1-1 of 1
Login... Auth. ... Descr...
Conftr... dd
Confr... n/a

Displaying 1-2of 2

Please configure Authentication policy rule first prior to adding Authentication Policy Group, and ensure

applied to AP Group AP Group

Figure 14 Add auth policy rule on redirect on AP
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After pressing the new button, you could set some policy parameters
which are related with this policy.

© Auth. Policy Edit
5] Create new Object -

»

General Settings
Enable Folicy

Theme Name: testl

m

Description: (Optional)

Uzer Auth Policy

S50 any w 1
Source Address: any »
Desfination Address: any b
Schedule: none w
Authentication: force w
Authentication Method: default |V|

OK Cancel

Figure 15 configure AP auth policy rule 1

Zyxel Confidential 47/48



B ZYXEL

Set the authentication type which includes internal web portal or
external web portal. The portal theme is what you have designed. If you

set external web portal, please set an external web server and key in
URL.

& Auth. Policy Edit

5] Create new Object ~

Avuthentication Type
® |nternal Web Portal

Portal Theme: Controller_default

£

D External Web Portal

m

Download the external web portal example.

1

0K Cancel

Figure 16 configure AP auth policy rule 2
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