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Note: 

This document is the guide for user who is using version 5.00 customized 

portal to edit portal file so that it can be completely working in the latest 

version 5.10 multiple portals. 

1. Introduction 

A captive portal can intercept network traffic, according to the 

authentication policies, until the user authenticates his or her 

connection, usually through a specially designed login web page.  

 

As an added security measure, the NXC series contains Captive Portal 

functionally. This means all web page requests can initially be 

redirected to a special web page that requires you to authenticate 

your session. Once authentication is successful, you can then connect 

to the rest of network or internet. 

 

By using the internal or external Captive Portal, you can customize your 

own web page, which can be a replacement for the Controller_default 

that is originally built in NXC series, instead of Controller_default. On the 

internal Captive Portal, there are three kinds of web page types that 

you can use, which includes Controller_default, Customized, and 

Uploaded types. Another is external Captive Portal, you can download 

the template and feel free to configure the appearance of your 

personal web page based on your preference.  
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Figure 1 The Captive Portal Example 
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Figure 2 The Example of internal or external Captive Portal 
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2. Web pages configuration 

As the introduction mentioned, you can configure a variety of web 

pages. The internal Captive Portal includes Controller_default, 

customized, and uploaded type, and the external web portal. As the 

following table, you will understand which pages you need to prepare 

and design it. ( : designable, : default only) 

 

Table 1 The web portal pages 

 Controller_default Customized Uploaded External 

Login page     

Error page     

Welcome page     

Session page     

Logout page     

User-logout page     

 

3. Firmware upgrade 

If your current firmware version is below 5.10(not included), you need to 

modify some html pages which included uploaded type and external 

web portal. Or if you don’t want to modify some html pages, you will 

face with some limitations. The following steps will let you know how to 

add some parameters to html pages and Captive Portal would work 

smoothly. The most important parameter is mpIdx, it should be added in 

html, because it plays an important role between cgi and htmls. 

 

3.1 Uploaded type 

Please to add mpIdx and some specific parameters on specific position. 

The following template you can download from NXC series. And we will 

use this template to show you the difference between 5.10 and before 
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version. Almost html pages just need to add variable, mpIdx, to the form 

and it will send to cgi. 

 

Figure 3 Where to download uploaded type template 

 

Figure 4 The folder content of uploaded type template 
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3.1.1 login.html 

Open the original cp file and edit the code in the html as below: 

 

 Add id name and modify href path 

Original:  

<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css"> 

 

Edited:  

<link rel="stylesheet" type="text/css" id="uploaded_Login_cssLink" 

href="/customize/$T/customize/css/Hospitality.css"> 

 

 

 Add this function in order to preview on controller GUI 

Original:  

 

Edited:  

if(window.name == "previewp"){ 

 document.getElementById('uploaded_Login_cssLink').href = 

'../customize/css/Hospitality.css'; 

} 
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 Modify webauth_error.cgi path with mpIdx=$M 

Original:  

if( errorno != 0){ 

 document.error.error_num.value = errorno; 

 document.error.submit(); 

} 

 

Edited:  

if( errorno != 0){ 

  var errorUrl = '/webauth_error.cgi?' + 'error_num=' + $e + '&mpIdx=' + $M; 

  window.open(errorUrl, "_blank"); 

} 

 

 

 Add the parameter mpIdx=$M on cgi path 

Original:  

function update_qrcode() { 

 if($q){ 

  var QRCode = document.getElementById("QRCode"); 

  var divStr = '<div><label>QR Code Login</label></div><div id="qr" 

align="center"></div>'; 

  QRCode.innerHTML = divStr; 

  var text = '$h/qrcode_login.cgi?qr_type=embedded&client_ip=$c'; 

  document.getElementById('qr').innerHTML = create_qrcode(text); 

 } 
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} 

 

Edited:  

function update_qrcode() { 

 if($q){ 

  var QRCode = document.getElementById("QRCode"); 

  var divStr = '<div><label>QR Code Login</label></div><div id="qr" 

align="center"></div>'; 

  QRCode.innerHTML = divStr; 

  var text = 

'$h/qrcode_login.cgi?qr_type=embedded&client_ip=$c&mpIdx=$M'; 

  document.getElementById('qr').innerHTML = create_qrcode(text); 

 } 

} 

 

 

 Add the mpIdx to the login form 

Original:  

Null 
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Edit:  

</div> 

<input type="hidden" value="$M" name="mpIdx"> 

<div id="QRCode" name="QRCode"></div> 

<input type="submit" value="Login" class="buttonBtoom"> 

</center> 

<div class="clear"></div> 
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3.1.2 session.html 

Please edit the code in the html as below: 

 

 Add the id and modify href path 

Original: 

<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css"> 

 

Edit:  

<link rel="stylesheet" type="text/css" id="uploaded_session_cssLink" 

href="/customize/$T/customize/css/Hospitality.css"> 

 

 

 Add this function is in order to preview on controller GUI 

Original: 

Null 

 
Edit: 

if(window.name == "previewp"){ 

 document.getElementById('uploaded_session_cssLink').href = 

'../customize/css/Hospitality.css'; 

} 

 

 

 Add mpIdx to form 

Original: 

Null 
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Edit: 

<div class="textword" id='content'></div> 

<div> 

<label id='leaseTime'></label> 

<input type="button" id='renew' name="renew" value="Renew" class="buttonBtoom" 

onclick='reNew()'> 

<input type="text" id="leasetime" name="leasetime" style="width:50%" maxlength="4" 

size="8" value= "00:00:00" readonly> 

<input type="hidden" value="renew" name="perform"> 

<input type="hidden" value="$M" name="mpIdx"> 

</div> 

<div> 

<label  id='authTime'></label> 

<input type="text" id="authtime" name="authtime" value='00:00:00' style="width:50%" 

readonly> 

</div> 

<div> 

<label id='sessionTime'></label> 

<input type="text" id="sessiontime" name="sessiontime" maxlength="4" size="8" value= 
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"00:00:00" readonly> 

</div> 

</form> 

<div> 

<label id='mappingAddress'></label> 

<input type="text" name="vpnip" style="width:50%" id='vpnip' value='0.0.0.0' readonly/> 

</div> 

<form class="loginHotel activeHotel" name="logout" id="logout" action="/setuser.cgi" 

enctype="application/x-www-form-urlencoded" method="post" autocomplete="off" > 

<div> 

<input type="button" name='Logout' value="  Logout  " id="logout" 

class="buttonBtoom" onClick="Glogout()"> 

<input type="hidden" value="logout" name="perform"> 

<input type="hidden" value="$M" name="mpIdx"> 

<div class="clear"></div> 

</div> 

</form> 

</div> 

<div class="clear"></div> 

</div> 

</div> 

<form name= 'timeout' id="timeout" action="/webauth_relogin.cgi" 

 enctype="application/x-www-form-urlencoded" method="post" 

autocomplete="off" > 

<input type="hidden" value="$M" name="mpIdx"> 

</form> 

</body> 
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3.1.3 error.html 

Please edit the code in the html as below: 

 

 Add the id and modify href path 

Original: 

<html><head> 

<title>Error Page</title> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 

<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css"> 

<style> 

 

Edit: 

<html><head> 
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<title>Error Page</title> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 

<link rel="stylesheet" type="text/css" id="uploaded_error_cssLink" 

href="/customize/$T/customize/css/Hospitality.css"> 

<style> 

 

 

 Add this function is in order to preview on controller GUI 

Original: 

Null 

 

Edit: 

if(window.name == "previewp"){ 

 document.getElementById('uploaded_error_cssLink').href = 

'../customize/css/Hospitality.css'; 

} 

 

3.1.4 welcome.html 

Please edit the code in the html as below: 

 

 Add id name and modify href path 

Original: 

<html><head> 

<title>Welcome</title> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 

<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css"> 
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<script language="JavaScript"> 

 

Edit: 

<html><head> 

<title>Welcome</title> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 

<link rel="stylesheet" type="text/css" id="uploaded_welcome_cssLink" 

href="/customize/$T/customize/css/Hospitality.css"> 

<script language="JavaScript"> 

 

 

 Add this function is in order to preview on controller GUI 

Original: 

Null 

 

Edit: 

<script language="JavaScript"> 

 

 if(window.name == "previewp"){ 

  document.getElementById('uploaded_welcome_cssLink').href = 

'../customize/css/Hospitality.css'; 

 } 

 

 var mp_idx = "$M"; 

 

 function initTask(){   
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 Add the mpIdx to form 

Original:  

Null 

 

Edit: 

<form name= 'session' id="session" action="/access.cgi"  

 enctype="application/x-www-form-urlencoded" method="post" 

autocomplete="off" target='_blank'>  

 <input type="hidden" name="perform" value="welcome"> 

 <input type="hidden" value="$M" name="mpIdx">  

</form> 

 

3.1.5 logout.html 

Please edit the code in the html as below: 

 

 Add the id and modify href path 

Original: 

<html><head> 

<title>Logout</title> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 

<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css"> 

<script language="javascript"> 

 
Edit: 
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<html><head> 

<title>Logout</title> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 

<link rel="stylesheet" type="text/css" id="uploaded_logout_cssLink" 

href="/customize/$T/customize/css/Hospitality.css"> 

<script language="javascript"> 

 

 

 Add this function is in order to preview on controller GUI 

Original: 

function initTask(){ 

 if(window.name == "preview") 

 { 

  document.getElementById("prevwmask").className="previewMask"; 

 }  

} 

 

Edit: 

function initTask(){ 

 if(window.name == "previewp"){ 

  document.getElementById('uploaded_logout_cssLink').href = 

'../customize/css/Hospitality.css'; 

 }  

} 

 

 

 Add mpIdx to form 

Original: 

Null 
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Edit: 

<div> 

<input type="hidden" value="relogin" name="perform"> 

<input type="hidden" value="$M" name="mpIdx"> 

<input type="submit" onclick="" value="Re-Login" class="buttonBtoom"> 

<div class="clear"></div> 

</div> 

 

3.1.6 userlogout.html 

Please edit the code in the html as below: 

 

 Add the id and modify href path 

Original: 

<html><head> 

<title>Logout</title> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 

<link rel="stylesheet" type="text/css" href="../customize/css/Hospitality.css"> 

<script language="javascript"> 

 

Edit: 

<html><head> 

<title>Logout</title> 
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<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 

<link rel="stylesheet" type="text/css" id="uploaded_userlogout_cssLink" 

href="/customize/$T/customize/css/Hospitality.css"> 

<script language="javascript"> 

 

 

 Add this function is in order to preview on controller GUI 

Original: 

Null 

 

Edit: 

<script language="javascript"> 

 

if(window.name == "previewp"){ 

 document.getElementById('uploaded_userlogout_cssLink').href = 

'../customize/css/Hospitality.css'; 

} 

 

 

 Add the mpIdx to form 

Original: 

Null 

 

Edit: 

<div> 
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<input type="hidden" value="logout" name="perform"> 

<input type="hidden" value="$M" name="mpIdx"> 

<input type="submit" onclick="" value="Logout" class="buttonBtoom"> 

<div class="clear"></div> 

</div> 

 

3.2 External web portal 

Please add mpIdx and some specific parameters on specific position.  

The following template you can download from NXC series. And we will 

use this template to show you the difference between 5.10 and before 

version. Almost html pages just need to add variable, mpIdx, to the form 

and it will send to cgi. 

 

Figure 5 Where to download external web portal template 
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Figure 6 The folder content of external web portal 

3.2.1 login.html 

Please edit the code in the html as below: 

 

 Add variable mpIdx 

Original: 

Null 

  

Edit: 

 var mpIdx = getQueryString("mpIdx"); 

 

 

 Add variable mpIdx to cgi path 

Original: 
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 function chkError(){ 

  if(errorNum != 0){ 

   document.error.submit(); 

   debugger; 

  } 

  document.login.username.select(); 

  document.login.username.focus(); 

 } 

 

Edit: 

 function chkError(){ 

  if(errorNum != 0){ 

   var errorUrl = gwAddr + '/webauth_error.cgi?' + 'error_num=' + errorNum 

+ '&mpIdx=' + mpIdx; 

   //var errorUrl = 'error.html'; 

   window.open(errorUrl, "_blank"); 

   //document.error.submit(); 

  } 

  document.login.username.select(); 

  document.login.username.focus(); 

 } 

 

 

 Add variable mpIdx to qrcode login cgi path as well 

Original: 

 function update_qrcode() { 

  if(qrcode_gw_addr =="" || client_ip == "") return ""; 



 
 

29/48 

 

www.zyxel.com 

Zyxel Confidential 

 

  var QRCode = document.getElementById("QRCode"); 

  var divStr = '<div><label>- QR Code Login</label></div><div id="qr" 

align="center"></div>'; 

  QRCode.innerHTML = divStr; 

  var text = qrcode_gw_addr + 

'/qrcode_login.cgi?qr_type=embedded&client_ip=' +  client_ip; 

  document.getElementById('qr').innerHTML = create_qrcode(text); 

 } 

 

Edit: 

 function update_qrcode() { 

  if(qrcode_gw_addr =="" || client_ip == "") return ""; 

  var QRCode = document.getElementById("QRCode"); 

  var divStr = '<div><label>- QR Code Login</label></div><div id="qr" 

align="center"></div>'; 

  QRCode.innerHTML = divStr; 

  var text = qrcode_gw_addr + 

'/qrcode_login.cgi?qr_type=embedded&client_ip=' +  client_ip + "&mpIdx=" + mpIdx; 

  document.getElementById('qr').innerHTML = create_qrcode(text); 

 } 

 

 

 Add variable mpIdx to the form 

Original: 

Null 
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Edit: 

  } 

  var newField3 = document.createElement("input"); 

  newField3.setAttribute("name", "mpIdx"); 

  newField3.setAttribute("type", "hidden"); 

  newField3.setAttribute("value", mpIdx); 

  

  var theForm = document.getElementById("login"); 

  theForm.appendChild(newField3); 

   

   

  var newField4 = document.createElement("input"); 

  newField4.setAttribute("name", "mpIdx"); 

  newField4.setAttribute("type", "hidden"); 

  newField4.setAttribute("value", mpIdx); 

  var theForm = document.getElementById("error"); 

  theForm.appendChild(newField4);   

   

 } 

</script>
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 Add id=”error” to this form 

Original: 

<form name= 'error' action="" enctype="application/x-www-form-urlencoded" 

method="post" autocomplete="off" target="_blank"> 

 <input type="hidden" name="error_num" value=""> 

</form> 

 

Edit: 

<form name= 'error' id="error" action="" 

enctype="application/x-www-form-urlencoded" method="post" autocomplete="off" 

target="_blank"> 

 <input type="hidden" name="error_num" value=""> 

</form> 
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3.2.2 session.html 

Please edit the code in the html as below: 

 

 Add variable mpIdx 

Original: 

Null 

 

Edit: 

 var mpIdx = getQueryString("mpIdx"); 

 

 

 And then add variable mpIdx to the form 

Original: 

Null 
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Edit: 

  } 

   

  var newField3 = document.createElement("input"); 

  newField3.setAttribute("name", "mpIdx"); 

  newField3.setAttribute("type", "hidden"); 

  newField3.setAttribute("value", mpIdx); 

  var theForm3 = document.getElementById("logout"); 

  theForm3.appendChild(newField3); 

   

  var newField4 = document.createElement("input"); 

  newField4.setAttribute("name", "mpIdx"); 

  newField4.setAttribute("type", "hidden"); 
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  newField4.setAttribute("value", mpIdx); 

  var theForm4 = document.getElementById("renew"); 

  theForm4.appendChild(newField4); 

   

  var newField5 = document.createElement("input"); 

  newField5.setAttribute("name", "mpIdx"); 

  newField5.setAttribute("type", "hidden"); 

  newField5.setAttribute("value", mpIdx); 

  var theForm5 = document.getElementById("timeout"); 

  theForm5.appendChild(newField5); 

 } 

 

3.2.3 welcome.html 

Please edit the code in the html as below: 

 

 Add variable mpIdx 

Original: 

Null 
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Edit: 

 var mpIdx = getQueryString("mpIdx"); 

 

 Add variable mpIdx to the session and input form 

Original: 

Null 

 

Edit: 

  } 

  var newField3 = document.createElement("input"); 

  newField3.setAttribute("name", "mpIdx"); 

  newField3.setAttribute("type", "hidden"); 

  newField3.setAttribute("value", mpIdx); 

   

  var theForm3 = document.getElementById("session"); 
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  theForm3.appendChild(newField3); 

 } 

 

3.2.4 logout.html  

Please edit the code in the html as below: 

 

 Add variable mpIdx 

Original: 

Null 

 

Edit: 

 var mpIdx = getQueryString("mpIdx"); 
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 Add variable mpIdx to the input and relogin form 

Original: 

Null 

 

Edit: 

  } 

   

  var newField3 = document.createElement("input"); 

  newField3.setAttribute("name", "mpIdx"); 

  newField3.setAttribute("type", "hidden"); 

  newField3.setAttribute("value", mpIdx); 

   

  var theForm3 = document.getElementById("relogin"); 

  theForm3.appendChild(newField3); 

 } 
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3.2.5 userlogout.html 

Please edit the code in the html as below: 

 

 Add variable mpIdx 

Original: 

Null 

 

Edit: 

 var mpIdx = getQueryString("mpIdx"); 
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 Add variable mpIdx to the input and logout form 

Original: 

Null 

 

Edit: 

  } 

   

  var newField3 = document.createElement("input"); 

  newField3.setAttribute("name", "mpIdx"); 

  newField3.setAttribute("type", "hidden"); 

  newField3.setAttribute("value", mpIdx); 

  var theForm3 = document.getElementById("logout"); 

  theForm3.appendChild(newField3); 

 } 
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4. Configuration on GUI 

The following steps would teach you how to set configuration on GUI. 

 

Step 1: Enable Captive Portal  

On NXC series pageCONFIGURATIONCaptive Portal  

 

Figure 7 Enable Captive Portal 
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Step2: Design your internal web portal page which includes Customized 

Page or Upload File. 

 
Figure 8 Choose your web portal page type 
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Figure 9 Customize your customized web portal page 
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4.1 Redirect on controller 

On NXC series page CONFIGURATIONRedirect on Controller 

Here are authentication policy rules that you have set. If you need to 

add new policy rule, please press button add. 

 

 
Figure 10 Add auth policy rule on redirect on controller 
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After pressing the new button, you could set some policy parameters, 

which are related with this policy. 

 

Figure 11 The configure controller auth policy rule 1 
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Set the authentication type which includes internal web portal or 

external web portal. The portal theme is what you have designed. If you 

set external web portal, please set an external web server and key in 

URL. 

 

Figure 12 The configure controller auth policy rule 2 

 

The redirect on Controller also support QR code authentication. You 

can set it. 

 
Figure 13 The configure controller auth policy rule 3 
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4.2 Redirect on AP 

On NXC series page CONFIGURATIONRedirect on AP 

Here, you could also see some authentication policy rule which you 

have ever set.  

 

Figure 14 Add auth policy rule on redirect on AP 
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After pressing the new button, you could set some policy parameters  

which are related with this policy. 

 

Figure 15 configure AP auth policy rule 1 
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Set the authentication type which includes internal web portal or 

external web portal. The portal theme is what you have designed. If you 

set external web portal, please set an external web server and key in 

URL. 

 

Figure 16 configure AP auth policy rule 2 

 


